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About This Manual

The products described in this manual are for sale and usein mainland China only.

The content in this manual is for reference only. The photos, graphics, diagrams,and
illustrations provided in the manual are for explanation and explanation purposesonly, and
may differ from the specific product. Please refer to the actual product. The companymay
update this manual due to product version upgradeor other needs. If you need the latest
version of the manual, please contact us.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, WITH ITS
HARDWARE, SOFTWARE AND FIRMWARE, IS PROVIDED “AS IS”, WITH ALL FAULTSANDERRORS, AND
LINOVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ITHOUT LIMITATION,
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND
NON-INFRINGEMENT OF THIRD PARTY.IN NO EVENT WILL LINOVISION, ITS DIRECTORS,
OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL,
INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATAOR DOCUMENTATION,IN
CONNECTIONWITH THE USE OF THIS PRODUCT,EVEN IF HIKVISION HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLLY AT
YOUR OWN RISKS. LINOVISION SHALL NOT TAKEANY RESPONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK,HACKER
ATTACK,VIRUS INSPECTION, OROTHER INTERNET SECURITY RISKS; HOWEVER, LINOVISION WILL
PROVIDE TIMELY TECHNICALSUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS
THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS USED
WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATER PREVAILS.

Safety Instruction

These instructions are intended to ensure that the user can use the product correctly to
avoid danger or property loss.



For the symbolsthat appear in the document, the description is as follows

Icon Description

I:Iﬂ Statement

Cautions Follow these precautions to prevent potential injury or material
damage.

Wamings Follow these safeguardsto prevent serious injury or death.

Wamings:

® Adoptthe power adapter which can meet the safety extra low voltage (SELV) standard.
The power consumptioncannot be less than the required value.

® Do not connect several devices to one power adapter as an adapter overload may
cause over-heatingand can be a fire hazard.

® When the productis installed on awall or ceiling, the device shouldbe firmly fixed.
Toreduce the risk of fire or electrical shock,do not exposethe indoor used product to rain
or moisture.

® Thisinstallation should be made by a qualified service person and should conform to all
the local codes.
Install blackouts equipmentinto the power supply circuit for convenient supplyinterruption.
If the product does not work properly, contact your dealer or the nearest service
center. Never attempt to disassemble the product yourself. We shall not assume any

responsibility for problems caused by unauthorized repair or maintenance.)

Cautions :

® If the camera fails to synchronizelocal time with that of the network, you need to set
up camera time manually. Visit the camera (via web browser or client software) and
enter system settings interface for time settings.

® Make surethe power supplyvoltage is correct before usingthe product.
Do not drop the product or subject it to physical shock. Do not install the product
on vibratory surface or places.



Do not exposeit to high electromagnetic radiating environment.

Do not aim the lens at the strong light such as sun or incandescent lamp. The strong light can
cause fatal damageto the product.

The sensor may be burned out by a laser beam, so when any laser equipment is being used,
make sure that the surface of the sensornot be exposedto the laser beam.

For working temperature, refer to the specification manualfor details.

Toavoid heat accumulation, goodventilation is required for a proper operating environment.
While shipping, the product should be packedin its original packing.

Use the provided glove when open up the product cover. Do not touch the product cover
with fingers directly, because the acidic sweat of the fingers may erode the surface coating of
the product cover.

Use a soft and dry cloth when clean inside and outside surfaces of the product cover. Do not
use alkaline detergents.

Improper use or replacement of the battery may result in hazardof explosion. Use the

manufacturer recommendedbattery type.
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Chapter 1 Overview
1.1 Instruction

The network camera module adopts intelligent coding compression technology and integrated
audio capture technology, which minimizes the compression loss and enables it to save more
transmission bandwidth and storage space at a lower bit rate. User can access to video
browsing and configuration through a browser or client software. The built-in optical zoom
lens can offer a wide range of monitoring with clear image. At the same time, the module has
excellent low illumination performance, compact size, low power consumption, green energy
saving and environmental protection.

The network camera module can be seamlessly connected to other network equipment such as

dome cameras, ptz, etc., which is widely used in large-scale monitoring scenes such as
residential roads, schools, parks, squares.

1.2 Functions

Support H.265/H.264/MJPEG Video compression, support multi-level video quality
configuration, encoding complexity setting

Main/ sub/third stream. configurable Resolution and frame for each stream

Auto focus enables the camera to focus automatically to maintain clear video images.
Support Day/nightauto shift ( ICR )

SupportMotion | Alarm, Privacy Mask | Alarm , Event/Alarm

Support audio input /output, alarm input/output, support alarm linkage

120dB WDR, 3D DNR, EIS, Regional Exposure, Regional Focus

Local storage Micro SD/SDHC/SDXC, upto 128G

Complywith ONVIF. GB/T28181 protocol

Various Interfaces , multiple function extensions

Compact design, low power consumption, easy to be integrated in dome camera, PTZ



Chapter 2 Network Connection
[1i]

® You shall acknowledge that the use of the product with Internet access might be under
network security risks. For avoidance of any network attacks and information leakage,
strengthen your own protection. If the product does not work properly, contact with your
dealer or the nearest service center.

® To ensure the network security of the network camera, we recommend you to have the
network camera assessedand maintained termly. You can contact us if you need such
service.

Before you start

® If youwant to set the network camera via a LAN (Local Area Network), refer to Section2.1
Setting the Network Cameraover the LAN.

® If youwant to set the network cameravia a WAN (Wide Area Network), refer to Section2.2

Setting the Network Cameraover the WAN.

2.1 Wiring over the LAN

(1]

You shall acknowledge that the use of the product with Internet access might be under
network security risks. For avoidance of any network attacks and information leakage,
strengthen your own protection. If the product does not work properly, contact with your
dealer or the nearest service center.

To ensure the network security of the network camera, we recommend you to have the
network camera assessed and maintained termly. You can contact us if you need such
service.

Thefollowing figures show the two ways of cable connection of a network camera and a
computer:

Purpose:

Totest the network camera, you can directly connect the network camerato the computer
with a network cable as shown in Figure 2-1.
Refer to the Figure 2-2to set the network camera over the LAN via a switch or a router.



|
—  Network Cable ———— r.!

[

Camera Module Computer

Figure 2-1Connecting Directly

Camera moaule Computer

Figure 2-2Connecting via a Switch or a Router

2.2 Activating the Camera

Purpose:
Youare required to activate the camera first before you can use the camera.
Activation via web browser,activation via IPSsearch,and activation via client software are supported.

In order to protect your personal privacy and corporate data, and avoid cybersecurity issue, set a
strong password that complies with security specifications is recommended.

Note:
The default IP address of the camera is 192.168.1.68.

Administratoraccount : admin

2.2.1 Activation via IPSearch Software

IPSearch software is used for detecting the online device, activating the device, and resetting the
password.Get the IPSearch software from the supplied disk or the official website, and install
the IPSearch accordingto the prompts.Follow the stepsto activate the camera.

Steps:

1. Runthe IPSearch software to search the online devices.

2. Checkthe device status fromthe device list, and select an inactive device.
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Figure 2-3 IPSearch Interface

3. Chooseinactive device, click Activateto start activation. You can check whether the activation
is completed on the pop up window. If activation failed, make sure that the password meets the
requirement and then try again.
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Figure 2-4Device Active



222 Accessingby Web Browsers

Steps:

1. Changethe device IP addressto the same subnet with your computer by either modifying the
IP addressmanually.
Openthe web browser. In the addressfield, input the IP address of the network camera, e.g.,

T
192.168.1.68and press the to enter the logininterface.
First Login 9

User Name admin

Passward

Confirm

o

Figure 2-5Device configuration

2. After activation, use the passwordto login to the camera to continue preview configuration.;

3. For certain web browsers, you should install the plug-inbefore viewing the live video and
operating the camera. Follow the installation promptsto install the plug-in.

23 Login/Log out
23.1 Login

close the web browser to install the plug-in.Reopenthe web browser and log in again after installing
the plug-in.

use the device IP, user name, password to log in to the camera to continue, as shown in Figure 2-
6.
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Figure 2-5Login
Note:
You may have to close the web browser to install the plug-in.Reopen the web browser and log

in again after installing the plug-in.

232 Logout

click "Logout" to log out

24 Starting Live operation

24.1 Live Operation

In the live view window as shown in Figure 2-3,click P on the toolbar to start the live view of
the network.

- © BHep [Hiogout 2 admin

“EmmmB v v P = H QAR E R W

Figure 2-6Start Live view



Table 2-1Descriptions of the Toolbarand Live View Parameters

Icon Description

Click ™ ~ o select from & =l g display live video in
E K 4:3/16:9/original/original ratio/self-adaptive window size.

Click @ % % (0 selectlive video streammode :

Y ¥ main/ sub/third stream. The main streamis with a relatively high
resolution and needs more bandwidth. The default setting of stream

typeis .

Steps:
1. Click ® v and it appears % . Click % to enable two-way audio
when the icon turns into%.
2. Click the icon again to stop two-wayaudio.

> / n Start/stop Live view.

(=5 Manually capture the pictures.

I+ Manually start/stop recording.

Steps:

Q 1. Click the button to enable Digital Zoomfunction.

2. Draw arectangle on the image as the target area, and the area will
be zoomedin.

3.  After viewing, you can click any place of the picture to get back to
normal picture.

Click the button to enter the regional exposureoperation mode.
Draw a rectangle on the image as target exposure region.

O 1. Clickthe button to enter the regional focus operation mode.
2. Draw arectangle on the image as the target focus region.

e Preview into full screen mode, press space bar or Escto exit full screen
mode.




242 Operating PTZControl

Purpose:

In the live view interface, you can use the PTZ control buttons to control panning, tilting and
zooming.

Note:

PTZ functions vary depending on different camera models.

{
Onthe live view page, click I to showthe PTZcontrol panel or click I to hideit. Clickthe
direction buttons to control the pan/tilt movements.

Click the zoom/iris/focusbuttons to control lens.

PTZ

) e ‘o
—:) 4
T o ® @ S
5y 1 £%
- E*BRsEKC
e

1 F

Figure 2-8PTZ Control Panel



Table 2-2Descriptions of PTZ Control

Panel
Button Name Description
= i Hold and pressthe directional button to
! pan/tilr the camera.
vl IR o Click ~’ | then the camera keeps

PTZ Control Panel

~~=1ingwhen the icon turns into
" . Click the icon againto stop the
camera.

Zoomout/in

O] .
Click ~ , then the lens zoomsin.

Click , then the lens zoomsouit.

Focus near/far

Click O, then the lens focusesfar and the
object far away gets clear. Click 7 then
the lens focuses near

and the object nearby gets clear.

(o
O

Iris close/open

When the image is too dark, click {:'
to enlarge the iris. When the image is

too bright, click 2w stop down the
iris.

Auxiliary Functions

Light, Wiper, Auxiliary Focus, Lens
Initialization, Manual Tracking,3D
Positioning, One-touchPatrol ,One-touch
Park, Defog, Heater

4 Speed Adjustment

Adjust speed of pan/tilt movements.

Preset

Refer to Setting/Callinga Preset for
detailed
information of setting preset.

Patrol

Refer to Setting/Callinga Patrol for detailed
information of setting patrol.




Pattern

Refer toSetting/Callinga Pattern for
detailed information of setting
pattern.
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24.3 Setting/Calling a preset

Purpose:

A preset is a predefined image position. For the defined preset, you can click the calling button to
quickly view the predetermined image position.

®  Settinga Preset

Steps:

1. Inthe PTZ control panel, select a preset numberfrom the preset list.

- EYBEANC
1 g #A

Figure 2-9Setting a Preset

2. Use the PTZ control buttons to move the lens to the desired position.
e Pan the camerato the rightor left.
o Tilt the camera up or down.
e Zoomin or out.
« Refocus the lens.

3. Click ® tofinish the setting of the current preset.

4. Edit a preset name by double clicking on the default name such as preset 1.

(The pre-defined presets are named already but not configurable. Refer to the user ~ manual
for detailed function description.)
5. Youcandlick * to delete the preset.

® @ lllinga Preset
In the PTZ control panel, select a defined preset fromthe list and click ™ to call the preset.

For convenient preset selection, refer to the following stepsto navigate to the preset youwant.
Steps:

1. Select any presetfromthe list.

2. Clickthe preset number you need on the keyboard.

11



244 Setting/Call a Cruise

Purpose:

A Cruise is a memorized series of preset function. It can be configured and called on the Cruise

settings interface. There are up to 8
presets.
Before you start

Cruise for customizing. A Cruise can be configured with 32

Make sure that the presets you want to add into a Cruisehave been defined.

® Settinga Patrol:
Steps:

1. Inthe PTZ control panel, click o

to enter the Cruisesettingsinterface.

.
.
L]

—

Cruise 1

)
P ¥ x

Cruise 2
Cruise 3
Cruise 4
Cruise 5
Cruise 6
Cruise 7

Cruise 8

Figure 2-10

2. Select a Cruise numberfrom the list and click ¥ .

3. Click * toenter the addinginterface of preset, as shown in Figure 2-11.

.

Cruise 1

G)
+x 4+t

Preset PTZ speed: Time (5)

1 [v]+/30
2 v+ 30

10

10

Figure 2-11 AddingPresets

4. Configure the preset number, Cruise time and cruisespeed in Figure 2-12

12



L
Cruise 1 + X + 1+
Preset PTZ speed: Time (5)

1 |w|v 30 |10

2 |wlv||30 |[10

3 |w|v||30 |[10

4 |w|v |30 |[10

5 |w|v |30 |[10

6 |v|v 30 |10

7 |w|v|30 |[10

8 |v|v 30 |10
Figure 2-12Configure Presets

5. CIick“ to save all the Cruise settings.
® (llinga Cruise:

In the PTZ control panel, select a defined cruise from the list and click » to call the
Cruise, as shown in Figure 2-13.

S B
Cruise 1 PoE X

Cruise 2
Cruise 3
Cruise 4
Cruise 5
Cruise 6
Cruise 7

Cruise 3

Figure 2-13Call Cruise

13



245 Setting/Calla Pattern

Purpose:

A pattern is a memorizedseries of pan, tilt, zoom, and preset functions. It can be called on the
pattern settings interface.

Note:

Pattern function varies dependingon different camera models.
® Settinga Pattern:
Steps:

1. Inthe PTZ control panel, click O to enter the pattern settingsinterface. , as shownin
Figure 2-14.

Nyl  NO
' P B@®E X

Figure 2-14Patterns Settings Interface

Click » to start the pattern.

Click ™ to stop current pattern.
Click @ to enable recording the panning, tilting and zoomingactions.

HwW N

5. Click @ to stop recordingactions

6. Click * todelete the selected preset/patrol/pattern.

14



246 Setting/Calla Linear Sweep

Purpose:
A linear Sweep can automatically scanin the area accordingto the left and right limits. There are up to

4 linear Sweep for customizing.

® Settinga Linear Sweep:
Steps:

1. Inthe PTZ control panel, click U) to enter the LinearSweep settingsinterface. , as shownin
Figure 2-15.

Figure 2-15Linear Sweep Settings Interface

2. Pan, Tilt the camerato desiredpositions , Clic* * to setleft limit position , right limit
position ;
Click ® to start Linear Sweep ;

4. Click ® to stopLinear Sweep ;

5. Click ¥ to setscanningspeed ;

15



2.5 Playback

Purpose:
This section explains how to view the video files stored in the network disks or memory cards.

Play Back Video Files

The playback interface can search, playback and download valid video files stored in the SD card and
NAS disk. The specific functions are as follows:

Steps:

1. Click 5555 on the menubar to enter playback interface.

Channel No.:1

Log Configuration BHep [Fiogout & admin

Status: 1 multiple

¢ Mar - 2020+ »w

Set playback time

00]:[o0]:[00]

LI =X a Ny

Figure 2-16Playback Interface

2. Select the date and click .

o -

Figure 2-17Search Video

3. Click ™ Download o the menubarto entertorecorddownloadinterface , choosetheclip
youwant todownload..



Table 2-3Description of the buttons

Button Operation Button Operation
| 2 Play sl Capture a picture
Start/Stop dlipping
i1 Pause 4
% / £ video files
| Stop o) m—— / Volume up/down
Enable/Disable
L. Speed down Q /{El - /
digital zoom
[ Speed up

17




Chapter 3 Local Parameters

3.1 ConfiguringLocal Parameters

The local configuration refers to the parameters of the live view and other operations using the
web browser.

Steps:
1. Enter the Local Configurationinterface:
Configuration >Local
| L Local Live View Parameters
E Device
2 Pz Protocol O ubP @® TCP O MULTICAST (O HTTP
[£] Event Rules O Enable ® Disabled

Storage Watermarks O Enable ® Disabled

]

Play Performance ® Balanced (> Shortest Delay
Record File Settings

Record File Size O256M @512 O1G

Save record files to C:\Users\Administrator\webStorageDate Browse

Picture Settings

Save snapshotsinlve . |C\UsersAdminisiratoriwebStorageDate
Save snapshots when C:\Users\Administrater\webStorageDate

Clip Settings

Save clips to C\Users\Administrater\webStorageDate

Figure3-1Local configuration

2. Configurethe following settings:

e Live View Parameters:Set the Protocol, Play Performance, Rules, Display POS Information and
Image Format.

Protocol: TCP,UDP,MULTICAST and HTTPare selectable.

Rules: Youcan enable or disable the rules of dynamicanalysis for motion here.

Watermarks: Enable the function, MAC info, series numberis displayed in the live image.

Play Performance:Set the live view performanceto Shortest Delay, Balanced, Fluent or

Custom. For Custom,you can set the frame rate for live view.

L 2R 2 2R 4

e RecordFile Settings:Set the saving path of the video files.
¢ RecordFile Size: Select the packed size of manually recorded and downloaded video files.
The sizecan be set to 256M, 512Mor 1G.
¢ Saverecordfilesto: Set the savingpath for the manually recorded video files.

¢ Save downloaded files to: Set the saving path for the downloaded video files in
18



m interface.

e Picture and Clip Settings: Set the saving paths of the captured pictures and clipped video
files.

4 Save snapshotsinlive viewto: Set the saving path of the manually captured pictures

i interface.

4 Save snapshotswhen playback to: Set the saving path of the captured pictures in
interface.
4 Saveclipsto: Set the savingpath of the clipped video files in m interface.

Youcan click Browseto change the directory for savingvideo files, clips and pictures. Youcan
click Opento directly open the video files, clips and pictures.

3. Click BREEEEN 1o save the settings.

Live View Parameters

Protocol © uDP @ TCP O MULTICAST () HTTP
Rules © Enable @ Disabled

Watermarks © Enable @ Disabled

Play Performance @ Balanced (O Shortest Delay

Record File Settings

Record File Size O256M @512 O1G
Save record files to C\UsersiAdministrator\webStorageDatz
Download record files to C\Users\Administrator\webStorageDatz

Picture Settings

Save snapshots in live.. C\Users\Administrator\webStorageDatz Browse Open

Save snapshots when C\Users\AdministratoriwebStorageDatz Browse Open

Clip Settings

Save clips to C\Users\AdministratoriwebStorageDatz Browse

Open

Figure3-2 Live View Parameters
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3.2 ConfiguringDevice Setting

Steps:
Enter the Local Configuration interface: Configuration>Device;
El Device
Metwork
Video/Audio
Image

System Settings
Maintenance
Security

User Management

Figure 3-3 Device Setting

32.1 ConfiguringNetwork Settings
3211 ConfiguringTCP/IPSettings

Purpose:
TCP/IP settings must be properly configured before you operate the camera over network. IPv4
and IPv6 are both supported.
Steps:
1. Enter TCP/IPsettings interface:
Configuration >Network >Basic Settings>TCP/IP
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w

TCPIP DDN3

NIC Type

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

IPv4 Default Gateway

IPVG Mode

IPV6 Address

IPv6 Subnet Mask

IPv6 Default Gateway

Mac Address

MTU

IPv4 multicast address

IPv6 multicast address
DNS Server

Preferred DNS Server

Alternate DNS Server

NAT SNMP

automatic

@ orr_

192.168.0.68

2552552550

192.168.0.1

rmanual

98:f9:c7-d0:05:19

1500

239.0.0.0

ff02::1

114.114.114.114

5.6.8.8

FTP

Figure 3-4TCP/IP Settings

. Configure the NIC settings, including the IPv4(IPv6) Address,IPv4(IPv6) Subnet Maskand

IPv4(IPv6) Default Gateway.

Click SEEICIM to save the above settings.. Notes:

If the DHCPserver is available, you can check [] DHCP  to automatically obtainan IP
addressand other network settings fromthat server.

The valid value range of Maximum TransmissionUnit (MTU) is 1280to 1500.

The Multicast sends a stream to the multicast groupaddressand allows multiple clients to
acquire the stream at the same time by requesting a copy from the multicast group address.
Before utilizing this function, you have to enable the Multicast function of your router and
configure the gateway of the network camera.

If the DNS server settings are required for some applications (e.g., sendingemail), you
should properly configure the Preferred DNS Server and Alternate DNSserver.
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3.2.12. DDNS

Purpose:
If your camera is set to use PPPoE as its default network connection, you can use the Dynamic
DNS (DDNS) for network access.
Before you start
Registration on the DDNS server is required before configuringthe DDNS settings of the camera.
Steps:
1. Enter the DDNSsettings interface:
Configuration >Device >Network >DDNS
2. Checkthe Enable DDNScheckboxto enable this feature.
3. Select DDNSType.Two DDNStypes are selectable: DynDNSand NO-IP.
e DynDNS:
Steps:
(1) Enter Server Addressof DynDNS (e.g. members.dyndns.org).
(2) In the Domaintext field, enter the domain name obtained from the DynDNSwebsite.
(3) Enter the Port of DynDNSserver.
(4) Enter the User Name and Passwordregistered on the DynDNSwebsite.

(5) Click to save the settings.
Enable DDNS @ orF |

DONS Type PeanutHull V]
Server Address hphwebservice oray.net

Domain Name

Username

Port 6060

Password

Confirm

Figure3-5 DDNS Settings

® Enter Server Addressof NO-IP.
® In the Domaintext field, enter the domain name obtained from the NO-IPwebsite.
® Enter the Port of NO-IPserver.

32.13. ConfiguringPort Settings
Purpose:
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Youcan set the port No. of the camera, e.g., HTTP port, RTSP port and HTTPSport.
Steps:
1. Enter the Port settingsinterface:

Configuration >Device >Network >Port

HTTP Port 80
HTTPS Port 443
RTSP Port 554
SDK Port 3721

Figure 3-6Port Settings

2. Setthe HTTPport, RTSP port and port of the camera.
® HTTPPort: The default port number is 80.
® RTSPPort: The default port numberis 554.
® HTTPSPort: The default port number is 443.
® ServerPort: The default port numberis 8000.

3. Click BBMSEZEIE to save the settings.

3.2.14. SNMP
ConfiguringSNMP Settings

Purpose:

You can use SNMP to get camera status and parameters related information.

Before you start

Before settingthe SNMP, use the SNMP software and manageto receive the camerainformation via
SNMP port. By setting the Trap Address,the camera can sendthe alarm event and exception
messagesto the surveillance center.

Note:

The SNMP versionyou select shouldbe the sameas that of the SNMP software.

Steps:

1. Enter the SNMP settings interface: Configuration>Device > Network >SNMP
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SNMP viiv2

Enable SNMPv1 B orr |
Enable SNMP v2¢ @ oFr |

Read SNMP Community

Write SNMP Community

Trap Address 192.163.0.100
Trap Port

Trap Community

SNMP v3

Enable SNMPV3 [_m

Read UserName
Security Level no suth,no priv v
Write UserName

Security Level no suth.no priv l]
SNMP Other Settings

SNMP Port 181

B Save

Figure 3-7SNMP Settings

2. Checkthe corresponding version checkbox (Enable SNMP v1, Enable SNMP v2c, Enable SNMP
v3)to enable the feature.

3. Configurethe SNMP settings.
Note:
The configuration of the SNMP software should be the same as the settings you configure here.

4. Click SEEEIM (o save and finish the settings

32.15. FTP

ConfiguringFTP Settings

Purpose:

Youcan set a FTP server and configure the following parameters for uploading captured pictures.
Steps:

1. Enter the FTP settingsinterface:
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2. Configuration >Device > Network >SNMP >FTP

TCPAP DDMNS Port NAT SHMP FTP Email QoS 802.1x Multicast CloudPic

FTP Enabled @ orr |

Server Address
Port

[ Anonymous login
Usermams
Password

Caonfirm

Directory Structure root directory i

Figure 3-8FTP Settings

3. Configure the FTP settings, including server address, port, user name, password, and
directory.
Note:
The server address supports both the domain name and IP address formats.

e Setting the directory in FTP server for savindfiles:

In the Directory Structure field, you can select the root directory, parent directory and
child directory.
4 Rootdirectory: Thefiles will be saved in the root of FTP server.

4 First—-classdirectory:Thefiles will be saved in a folder in FTP server. The name of folder can
be defined.

¢ Secondary directory: It is a sub-folderwhich can be created in the parent directory. The
files will be savedin a sub—folderin FTP server. The name of folder can be defined.

4. Click MM=ESEIN to save the settings.

5. Youcan dlick Testto confirm the configuration.
Note:
If you want to upload the captured pictures to FTP server, you also have to enable the
continuous shapshot or event-triggered snapshot in Snapshotinterface.

3216. ConfiguringEmail Settings

Purpose:
The system can be configuredto send an Email notification to all designated receivers if an alarm
event is detected, e.g., motion detection event, video loss, video-tampering,etc.
Before you start
Configure the DNS Server settings under Configuration>Network >Basic Settings >TCP/IP
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before using the Email function.

Steps:

1. Enter the Email settingsinterface:
Configuration>Device > Network> Email

Sender
Sender
Sender's Address
SMTP Server
SMTP Port 25
E-mail Encryption None ﬂ
[] Attached Image
Username
Password
Confirm
Receiver

No Receiver Receiver's Address

-

Figure 3-9Email Settings

Configurethe following settings:
Sender: The name of the email sender.
Sender’s Address:The email address of the sender.
SMTP Server: The SMTP Server IP address or host name (e.g., smtp.263xmail.com).
SMTP Port: The SMTP port. The default TCP/IPport for SMTP is 25.
E-mailencryption: None, SSL, and TLSare selectable. When you select SSL or TLS and disable
STARTTLS,e-mailswill be sent after encrypted by SSL or TLS. The SMTP port should be set as
465 for this encryption method. When you select SSL or TLS and enable STARTTLS, emails will
be sent after encrypted by STARTTLS,and the SMTP port should be set as 25.
® AttachedImage: Checkthe checkboxof Attached Image if you want to send emails with
attached alarm images.
® Interval: Theinterval refers to the time between two actions of sendingattached pictures.
® Authentication(optional): If your email server requires authentication, check this checkboxto
use authentication to login to this server and enter the login user name and password.
® Receiver:Select the receiver to which the email is sent. Up to 2 receivers can be configured.

Receiver: The name of the user to be notified.
Receiver's Address:The email addressof user to be notified. (Optional: click Testto make
sure that the email server can send email out.)

o000 0N

. Click ESEZEIN 1o save the settings.

w

3217. ConfiguringQoS Settings

Purpose:
QoS (Quality of Service) can help solve the network delay and network congestion by configuring
the priority of data sending.
Steps:
1. Enter the QoS settingsinterface:
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Configuration >Device >Network > QoS

Enabled m

ideo/Audic DSCP

Event/Alarm DSCP

Figure 3-10QoS Settings

2. Configure the QoS settings, including Video/Audio DSCP, Event/Alarm DSCP and Management
DSCP.
The valid DSCPvalue ranges from 0to 63. The higher the DSCPvalue is, the higher the priority is.

3. Click MBEEEEN (0 save the settings.

Notes:
® Make surethat you enable the QoS function of your network device (suchas a router).
@ It will askfor a reboot for the settingsto take effect.

32.18. Configuring802.1XSettings

Purpose:
The camera supports IEEE 802.1Xstandard.
I[EEE 802.1Xis a port-basednetwork access control. It enhances the security level of the LAN.

Steps:
1. Connectthe network camerato your PC directly with a network cable.
2. Enter the 802.1Xsettings interface:

Configuration >Device >Network >802.1X

Enable IEEE 802.1X
Protocol EAP-MD5
EAPOL version
User Name
Password

Confirm

Figure 3-11802.1XSettings

3. Checkthe Enable IEEE 802.1Xcheckboxto enable it.
4. Select apreferred protocol EAP-MD5.
® EAP-LEAPand EAP-MD5
If you use EAP-LEAP or EAP-MD5, the authentication server must be configured. Apply and
register a user name and password for 802.1Xin the server.
Input the user name and passwordto access the server.
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5. Set the EAPOL version. The EAPOL version must be identical with that of the router or the
switch.

6. Configurethe 802.1Xsettings, including user name and password.

7. Click BBSESEIM to finish the settings.

8. After the configuration, connect the camerato the protected network.

322 ConfiguringVideo and Audio Settings

3221 ConfiguringVideo Settings

Steps:
1. Enter the Video settingsinterface:
Configuration >Device >Video/Audio >Video

Wideo Audic ROl Regicnal cropping Cisplay Info. on Siream

Video Streaming

Siream Type Main Stream{Mormal) ﬂ

“ideo Type Cormpound Flow ﬂ

‘idea Encoding H.264 o
Coding Complexity Medium ﬂ

SwWC closad ﬂ
Resolution 25601440 ~|
Frame Rate 25 | fes

Frame Interval —_) 50
Bitrate Type Constant v
Max Bitrate 4008 % Kbpe

Figure3-12Configure Video Settings

Select the Stream Typeof the camera to Main Stream (Normal), Sub-streamor
Third Stream.

2. Youcan customizethe following parameters for the selected stream.
Note:
The parameters vary depending on different camera models.
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® \ideo Type:
Select the stream type to video stream, or video & audio composite stream. The audio signal
will be recorded only when the Video Typeis Video & Audio.

® Resolution:

Select the resolution of the video output.

® Bitrate Type:

Select the bitrate type to constantor variable.

® VideoQuality:

When bitrate type is selected as Variable,5 levels of video quality are selectable.

® FrameRate

The frame rate is to describe the frequency at which the video stream is updated and it is
measured by frames per second (fps). A higher frame rate is advantageous when there is
movement in the video stream, as it maintains image quality throughout.

® Max. Bitrate:

Set the Max. Bitrate. Higher value corresponds to higher video quality, while the higher
bandwidth is required.

® \ideo Encoding:

Select Video Encodingfromthe dropdown list for different stream type. H.264/H.265:

3. Click to save the settings.

3222. ConfiguringAudioSettings

Steps:
1. Enter the Audio settings interface
Configuration >Device >Video/Audio >Audio

Audio Information

Ludio Coding 3.711u ﬂ

Audio Input Lineln o

Audio OQutput LineCwut ﬂ

Input Violume —) g0

Environmental MNoise Filter Closed j
El Save

Figure 3-13Audio Settings

1. Configurethe following settings.
® AudioEncoding:G.722.1,G.711ulaw, G.711alaw, MP2L2, G.726 and PCM are selectable.
® Audiolnput When an intercom is connected to the camera, you need to set this option to

Lineln.When a microphoneis connected to the camera, you need to set this option to Micln.
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® AudioStream Bitrate: When the Audio Encodingis selected as MP2L2, you can configure the
Audio Stream Bitrate in the dropdown list. The greater the value is, the better the audio
quality will be.

® SamplingRate: When the Audio Encoding is selected as MP2L.2 or PCM, you can configure
the SamplingRate in the dropdown list. The greater the value is, the better the audio quality
will be.

® Input Volume:Slide the barto turn up/downthe volume.

® Audio Output Close, LineOut and Built-in Speaker are selectable. If Close is selected,
related audio playing function is disabled, for example the audible warning of linkage
method. Select LineOut for connected external speaker and Built-in Speaker for the
built-in speaker the device has.

® OQOutputVolume:Slide the barto turn up/down the volume.

Note:

Audio Output, LineOut, and Output Volume are only supported on certain cameras. Environmental
NoiseFilter: Select ON or OFF in the dropdown list to enable or disable the function. It’s
recommendedto enable the function when sampling rate is lower than 32 kHz.

2. Click to save the settings.

3223. ConfiguringROlISettings

Purpose:

ROI (Region of Interest) encoding is used to enhance the quality of images which are specified in
advance.

1

Enter the ROI settings interface:

Configuration>Device >Video/Audio >ROI

Video Audio ROl Regional cropping Display Info. on Stream

Stream Type
Siream Type Main Stream{Mormal} M
Fixed Area
[ Enable
Region Mo. 1 :]
I ROI Level 1 [v]

Region Mame

Figure 3-14Region Setting

Select a stream type. Youcan set the ROI function for Main Stream(Normal), Sub-streamor
Third Stream.

Click BEELESEE and then dragthe mouseto draw a red frame in the live view image. You
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can click m to clearit.

Select the RegionNo. from the dropdown list.
Adjustthe ROl level. The higher the value, the better image quality in the red frame.
Enter a RegionName.

o v o»

3224. ConfiguringRegional cropping
1. Enter the regional cropping settings interface:
Configuration>Device >Video/Audio >Regional Cropping

Video Audic RGI Regional cropping Display Info. on Siream
Regional cropping

] Enable regional tailoring

Stream Type Third straam |+

crop resolution 352285 E

Figure 3-15Regional Cropping Setting

2. Click“Enable regional tailoring”, dragthe block to the desired area.

3. Click BMESEEEN 1o save the settings.

3.2.2.5. Displaylnfo. on Stream

Check the Enable Dual-VCAcheckbox, and the information of the objects will be marked in the
video stream. Then, you can set rules on the connected rear-end device to detect the events
including line crossing, intrusion, etc.

323 Configuringlmage

Purpose:

Configure the Image Adjustment, Exposure Settings, Focus, Day/Night Switch, Backlight Settings,

White Balance, Image Enhancement, Video Adjustment, and other parameters in display settings.
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Notes:
® The parameters in DisplaySettingsinterface vary depending on different camera models.
® Youcan double click the live view to enter full screen mode and double click it againto exit.
Steps:
1. Enter the Display Settings interface:
Configuration >Device>Image
2. Youcan select the Scenein the dropdown list with different predefined image parameters.
3. Set the image parameters of the speed dome.

3.24.1. Image Adjustment

Steps:
Enter the Display Settings interface:
Configuration >Device>Image>Display Settings

Display Setfings Character Overlay Image Oversy

stene change  General scenaric E|

* Image Adjustment
Brightness em—) . 50
Contrast —(")- - |50
Saturation ") - | 50
Sharpness —) 50

P Exposure Seftings
p Focus

b White Balance

k Mirror

Pk Backlight Settings

p Image Enhancement
p Image Correction

p  Day/Might Switch

F ideo Standard

b Install Way

p Others

Figure3-15Display Setting

Brightness
This feature is used to adjust brightness of the image.
® (Contrast

This feature enhances the difference in color and light between parts of an image.
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® Saturation
Thisfeature is used to adjust color saturation of the image.
® Sharpness
Sharpness function enhances the detail of the image by sharpeningthe edgesin the image.

ExposureSettings

® ExposureMode
The ExposureMode can be set to Auto, Iris Priority, Shutter Priority, and Manual.

¢

Auto:

The iris, shutter and gain values will be adjusted automatically according to the
brightness of the environment.

You can limit the changing ranges of iris and shutter in Auto mode for better exposure
effect.

Iris Priority:

The value of iris needs to be adjusted manually. The shutter and gain values will be
adjusted automatically accordingto the brightness of the environment.

You can limit the changing range of shutter in Iris Priority mode for better exposure
effect.

w Exposure Settings

Exposure Mode RN
Maresl
aperture-priority
Shutter Max shutier priority

Shuiter Min 1/100000 ﬂ

Gain Limit 'ﬁ:} 50

Lowlight Lim | OFF v

Figure3-16Exposure Setting

Shutter Priority:

The value of shutter needs to be adjusted manually. The iris and gainvalues will be
adjusted automatically accordingto the brightness of the environment.

Youcan limit the changing range of iris in Shutter Priority mode for better exposure
effect.
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Exposure Mode
Exposure Level
Max. Iris Limit
Min. Iris Limit
Shutter

Limit Gain

Slow Shutter

Shutter Priority

1/30

OFF

Figure 3-17Shutter
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FocusSettings

® FocusMode
The Focus Mode can be set to Auto, Manual, and Semi-auto.
¢ Auto:
The speed dome focusesautomatically at any time accordingto objects in the scene.
4 Semi-auto:
The speed dome focusesautomatically only once after panning, tilting and zooming.
¢ Manual:

In Manual mode, you need to use -

® Min. FocusDistance
This function is used to limit the minimum focus distance. The value can be set to 10cm, 50cm,
1.0m, 1.5m, 3m, 6m, 10m and 20m.

O on the control panel to focus manually.

Day/NightSwitch

® Day/NightSwitch Mode
The Day/NightSwitch mode can be set to Auto, Day, Nightand Scheduled-Switch.
Note:
This function varies depending on the models of speed dome.
¢ Auto:
In Auto mode, the day mode and night mode can switch automatically accordingto the
light condition of environment. The switching sensitivity can be setto 1, 2, 3,4,5,6,7

¢ Day:
In Day mode, the speed dome displays color image. It is used for normal lighting conditions.
4 Night
In Nightmode, the imageis black and white. Nightmode can increase the sensitivity in low light
conditions.
¢ Scheduled-Switch:
In Scheduled-Switchmode,you can set the start and end time for day mode.

Therest is the time for night mode.

BacklightSettings

® BLC(Back Light Compensation)

If there’s a bright backlight, the subject in front of the backlight appears silhouetted or dark.
Enabling BLC (back light compensation) function can correct the exposure of the subject. But the
backlight environment is washed out to white.

® WDR (Wide DynamicRange)

The wide dynamic range (WDR) function helps the camera provide clear images even under back
light circumstances. When there are both very bright and very dark areas simultaneously in the
field of view, WDR balances the brightness level of the whole image and provide clear images
with details.

Youcan enable or disable the WDR function as shown in Figure 6-33.
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v Backlight Settings

BLC

@ oFF
@ o

HLC
Ultra wideDynamic |Open j
Lewel _{:} 5

Figure 3-18WDR

® HLC

HLC (High Light Compensation) makes the camera identify and suppress the strong light sources
that usually flare across a scene. This makes it possible to see the detail of the image that would
normally be hidden.

WhiteBalance

The White Balance mode can be set to Auto, MWB, Outdoor, Indoor, Fluorescent Lamp, Sodium
Lamp, and ATW.

® Auto

In Auto mode, the camera retains color balance automatically according to the current color
temperature.

® Manual White Balance:

In MWB mode, you can adjust the color temperature manually to meet your own demand as
shown in Figure 3-19.

¥ White Balance
White Balance Manual White SBalance ﬂ
WB Gain Circuit R —D a0
WE Gain Circuit B e—{T) 50

Figure 3-19Manual White Balance

® Outdoor
Youcanselectthismodewhenthespeeddomeisinstalledinoutdoorenvironment.
° Indoor
Youcan select this mode when the speed dome s installed in indoor environment.
®  Fluorescent Lamp
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select this mode when there are fluorescent lamps installed near the speed dome.
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®  Sodium Lamp
Youcan select this mode when there are sodium lamps installed near the speed dome.

e ATW
In ATW mode, white balance is continuously being adjusted in real-time according to the color

temperature of the scene illumination.

ImageEnhancement

Note:
The functions vary depending on different camera models.

® 3DDigital Noise Reduction
You can set Digital Noise Reduction function to Normal and adjust the Noise Reduction Level as

shown in Figure 3-20.Thelevel ranges from O to 100.

w |Image Enhancement

Digital Moise Reduction
Spatisl Moise Reduction (") 50
Temporal Moise —T} 50

Reduction
Defog OFF “
s OFF W

Figure 3-203D Digital Noise Reduction

® DefogMode
@ IS (Electronic ImageStabilization)
Youcan set the EIS to ON or OFF as you need.

® OIS (Optical Image Stabilization)

w» |Image Enhancement

Digital Moise Reduction |OFF L
Defog OFF [+
ois OFF b

Figure 3-21DefogMode, EIS, OIS setting
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3242. ConfiguringOSDSettings

Purpose:
OSD (On-screenDisplay) refers to the camera name, time/date, customizedinformation displayed on

the live view.

Note:

This function varies according to different camera models.

Steps:

1. Enter the OSD settings interface:
Configuration >Device >Image>Character Overlay

2. Select fromthe dropdown list to set the Time Format, Date Format, Display Mode, OSD Size ,
Font Color.

3. Youcan use the mouse to drag the text frame OSD position.

DSD Size Aute j

Ed

Font Color Defauli Color

7] Display Name 1PZoom

k] Dizplay Date

Date Format  [Y¥vy-MM-DD ﬂ
Time Format  EXET SRR |
[ Display week

b Custom

Figure 3-22 Character Overlay Setting

324.3. ImageOverlay
Steps:
1. Enter the OSD settings interface:
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Configuration >Device >Image>Image Overlay

128x128
2. Click for uploading pictures and select the pictures . After the upload is
successful, you will see a red boxin the video screen.

3. (lick “Enable ImageOverlay” to enable image overlay ; You can usethe mouseto dragthe
image to desired position

B Save

4. Click to save the settings.

Display Seftings Character Overlay Image Overlay

Upload Pictures

128x128

{click select image, size cannot be larger:
128px * 128px; the image format is bmp

format)

Stack Configuration

W] Enable Image Overlay

X o
s o
Image Width o
Image Height o

Figure 3-23Character Overlay Setting

324 ConfiguringSystem Settings

32.71. SystemSettings

Enter the Device Information interface:
Configuration >Device >System Settings >Device Information

Deavice Information Time Setfing R5-232 R5-485
Device Mame ZOOM CAMERA
Madel LN-ZMN4237
Serial MNo. 180401321001055
Software Version V1.0.2 build20200302
SMD Algarithm W1.0.843 build120618
Face Algorithm V0.12685781.0 budd17 1105
Audio Algorithm V2114 build 191202
WWeb Version V102 build200118
Dome Version s
Build Time 2020-03-02 12:05:58
Startup Time 2020-03-0%9 08:56:23
E Save



Figure 3-24Device Information

32.72. TimeSettings

Purpose:

You can follow the instructions in this section to configure the time which can be displayed on the
video. There are Time Zone, Time Synchronization, and Daylight Saving Time (DST) functions for
setting the time. Time Synchronization consists of auto mode by Network Time Protocol (NTP)
server and manual mode.

Enter the Time Settings interface:

Configuration >Device >System Settings >Time Settings

Configuring Time Synchronization Manually
Steps:
1. Checkthe Manual TimeSyncradio button.

2. Click IS to save the settings.

Device Information Time Setting R5-232 R5-485
Calibration Type (O MTP @ Manual Time Sync.
Server Address time windows.com
NTP Port 73
Interval 1440 minuie(s)
Time Zone (GMT+02:00) Seoul. Tokyo. EEska..ﬂ
Device Time 2020-03-09 13:34:55
Set Time 2020-03-00 14:33:02 [&yne. with computer time
B Save

Figure 3-25Time Settings
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® Select the TimeZone

Purpose:

When the camerais taken to another time zone, you can use the Time Zone function to adjust the
time. The time will be adjusted accordingto the original time and the time difference between
the two time zones.

From the Time Zonedropdown menu, select the Time Zone in which the camera locates.

32.73. ConfiguringRS-232

The RS-232port can be used in two ways:

e  Parameters Configuration: Connect a computer to the camera through the serial port. Device
parameters can be configured by using software such as HyperTerminal. The serial port
parameters must be the same as the serial port parameters of the camera.

e Transparentchannel: Connecta serial device directly to the camera. The serial device will be
controlled remotely by the computer throughthe network.

Note:

RS-232function varies depending on different speed dome models.

Steps:

1. Enter RS-232Port setting interface:

Configuration>Device >System Settings >RS-232

Dievice Information Time Setting R5-232 R5-485

RS232
Baud Rate 2800 ﬂ
Data Bit g |
Stop Bit v
Parity Mona ﬂ
Flow Cirl Mone ﬂ
Usage ﬂ

Figure 3-26RS-232Settings
1. Configurethe Baud Rate, Data Bit, Stop Bit, Parity, Flow Control, and Usage.

2. Click IESESSS 1o save the settings.
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32.74. RS485

Purpose:
The RS-485serial port is used to control the PTZ of the camera. The configuring of the PTZ
parameters should be done before you control the PTZ unit.
Note:
RS-485function varies depending on different speed dome models.
Steps:
1. Enter RS-485Port Setting interface:
Configuration>Device >System Settings >RS-485

Device Information Time Setting R3-Z32 R3-435

RS485
Bsud Rate 2400 v
Data Bit = ﬂ
Stop Bit ~|
Parity Mona ﬂ
Flowy Cirl Mone ﬂ
FTZ Protocol PELCO-D v

PTZ Address ([0-255]) 1

Figure 3-27RS-485Settings
2. Set the RS-485parameters and click to save the settings.
Note:

The Baud rate, PTZ Protocol and PTZ Addressparameters of the camera should be exactly the
same as those of the control device.

3.2.5 Maintenance

Enter the Maintenance interface: Configuration>Device >Maintenance
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Live View Playback

J Local
Reboot
Bl Device
MNetwork Restart Device Reboot the device.
“ideoiAudio
Image Restore the default value

System Settings

. Restore Resat 2l the paramaters, except the P parameters 31
htaintenance

Security

Lssr Management

a

& FlZ Export Config. File

[E] Event

E Storage Device parameters
Cross Count

Device debug log export

Import Config. File

Device parameters Import

System upgrade

Dome Upgrading

Figure 3-28system maintain

4. Click Bl to reboot the network camera.

e RestoringDefaultValue

Steps:

1. Enter the Maintenance interface:
Configuration >Device >Maintenance

2. Click or to restore the default settings.

e Exporting ConfigurationFile

Steps:

¢ Enter the Maintenance interface:
Configuration >Device >Maintenance
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Click Device Parameters and set the encryption password to export the current
configurationfile.
¢ Set the savingpath to save the configurationfile in local storage.

¢  (Click Diagnoselnformationto download the log and systeminformation.
e Importing ConfigurationFile

Steps:
1. Enter the Maintenance interface:
Configuration >Device >Maintenance

2. Click Browseto select the saved configuration file.

3. Input the encryption passwordyou have set when exportingthe configuration file.
4. ClickImportto import configuration file.

e Upgradingthe System

Steps:

1. Enter the Maintenance interface:
Configuration >Device >Maintenance
2. (Click Browseto select the local upgradefile and then click Upgradeto start remote upgrade.

3.2.6 Security Service

1. Enter the Security Service interface:
Configuration>Device >Security >Security Service

2. Checkthe checkboxto enable the lllegal Login Lock function.
lllegal Login Lock: Enabling illegal login lock function is to automatically lock the device IP
after the user performing certain failed password attempts. The number of allowed
attempts is configurable.

3. Click MRS (o save the settings.

Security Service Address filter

] Enable lilegal Login Lock

[]Enable S5H

| B |

Figure 3-29Security Service

45



-

1P Address Filter [ 2ca | wmoaiy | petcte [ Dokt |
No P

Mac address filtering m

No MAC address

B save

Figure 3-30Security Service

1. Enter the Security Service interface:
Configuration>Device >Security >Address Fliter
1. Check the checkbox of Enable IP AddressFilter.
Select the type of IP Address Filter in the dropdown list, Forbidden and Allowed are
selectable.
3. Set the IP AddressFilter list.

® AddanIP Address
Steps:
(1) Click Addto add an IP.

(2) Input the IP Adreess.
(3) Click OKto finish adding.

® Modify anlIP Address
Steps:
Clickan IP addressfrom filter list and click Modify.
(1) Modify the IP addressin the text filed.
(@) Click OKto finish modifying.
® Delete an IP Address
Clickan IP addressfrom filter list and click Delete.
® Delete all IP Addresses
Click Clearto delete all the IP addresses.

4. Click BESESZE to save the settings.
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3.2.7 Users Management

3.2.7.1. UsersList

Enter the User Managementinterface:
Configuration >Device >User Management

User Management Online Users

User List

No. Username

1 admin

normal

=n
User Type Enable Note

Administrator es

User Yes

Figure 3-31User Information

The admin user has access to create, modify or delete other accounts, and grant different
permission to different user levels. We highly recommend administrator to manage the device
accounts and user permissions properly. Up to 5 user accounts can be created.

® AddaUser
Steps:

dick m to add a user.

1.
2.

Input the new UserName, select Level and input Password.
In the PermissionConfigurationfield, you can check or uncheck the permissions for the new user.

Click " to finish the user addition.

User added

Uzsrmame
Password

Confirm

Enable m_]

Permission Configuration

& preview [ seting parametars

[ upgrade [ restan

[ shutdawn [ restore default configuration
[] user manageman: [ user modification

B user query [ search image wideo

[ cloud coritro [ sterage management

B stered query

Ok
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Figure 3-32Add a User

® Modify a User
Steps:
1. Clickto select the user fromthe list and click

2. Modify the UserName, Level or Password.
3. In the PermissionConfigurationfield, you can check or uncheck the permissions.

Modify

4, Click to finish the user modification.

Edit user 9

Uzername admin

Mote

Permissicn Configuration
[ preview setting parameters
[ upgrade [ restan
[ shutdown A restore defsult configuration
[ user managemsnt 4 user modificaton
[ user quary search image wideo
cloud contra B storage management

[ stored query

Ok Cancel

Figure 3-33Modify a User

® Deletea User

Steps:

Delete i

1. Clickthe user name you want to delete and click |

2. Click on the pop-updialogue boxto delete the user.
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3.2.72. OnlineUser

Enter the Online Users configurationinterface:
Configuration >Device >User Management >Online Users

User Management Online Users

Maximum number of protocol access 20

Maximum downlosd access quantity 2

Baximum playback access number 2
Maximum preview sccess numbsr =]

User List

Mo Usemame Service Type |P Address Port
1 admin Web 192.168.0.197 62607

Figure 3-340nline Users

|‘ Refrash |
Link Type User Operation Time
Protocaol Access 2020-03-09 12:55:14

Youcan see the current users who are visiting the device throughthis interface.
User information, such as user name, level, IP address, and operation time, is displayed in the

User List. Click Refreshto refresh the list.
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3.3 PTZConfiguration

You can configure the basic PTZ parameters, including proportional pan, preset freezing, preset
speed, etc.

3.3.1 ConfiguringBasic PTZParameters

Steps:
1. Enter the Basic Settings interface:
Configuration >PTZ >Basic >Basic Settings

Basic Park Action Privacy Mask
Basic Parameter

M. Tilt-angle (0 —80)°

(=1}

Zooming Spesd

<] [<] [£] []

Joint modes AUTO
State of the ball mill Mo Testing the ball machine
Detact time 2 seconds
PTZ OSD
Zoom Status 2= ﬂ
PT Status 22 v
Azimuth dizplay format PT ﬂ
Preset Satus 2= :ﬂ
Positioning shows Claze ™|
Power Off Memory
Set Resume Time Point 30s ﬂ

Figure 3-35Basic Settings
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®  Basic Parameters:
Max. Tilt-angle:Set the tilt-angleof the speed dome
ZoomingSpeed: Thezoomspeed is adjustable from level 1 to 8
JointMode: Auto, Net, Visca

Detect Time
° PZT OSD

e Zoom Status: Set the OSD duration of zooming status as 2 seconds, 5 seconds, 10
seconds, NC (Normally Closed), or NO (Normally Open).
e  PTStatus: Set the azimuth angle display duration while panning and tilting as 2 seconds,
5 seconds, 10 seconds, NC (Normally Closed), or NO (Normally Open).
e Position Display Format: Set the position display format as PT or Direction and the
position parameter displays in correspondingformat.
e  PresetStatus: Set the preset name display duration while calling the preset as 2 seconds,
5 seconds, 10 seconds, NC (Normally Closed), or NO (Normally Open).
e Power-offMemory:
The speed dome can resume its previous PTZ status or actions after it restarted from a power-
off. You can set the time point to which the dome resumes its PTZ status. You can set it to
resume the status of 30 seconds, 60 seconds, 300 seconds or 600 seconds before power-off.

Click EMR=ESIZSM to save the settings.

3.32 ConfiguringPark Actions

® Enter the Park Actionsettingsinterface:
Configuration >PTZ >Park Action

Local

L Basic Park Action Privacy Mask
B Device
2 Pz

[] Ensble Park Action
8 Fent Park Time 5 g
B Stoage Action Typs Presat [~
Cross Count Action Type ID 1 ﬂ

E Save
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Figure 3-36Set the Park Action

® Check the Enable Park Action checkbox.

® Set the ParkTimeas the inactivity time of the camera before it starts the park actions.

® Choose Action Typefrom the dropdown list.

® [f you select Patrol, Pattern, or Preset as Action Type, you need to select Action TypelD from
the dropdown list.

3.3.3 ConfiguringPrivacy Mask

Purpose:
Privacy mask enables you to cover certain areas on the live video to prevent certain spots in the
surveillance area from being live viewed and recorded.
Steps:
L Enter the Privacy Mask settings interface: Configuration>PTZ>Privacy Mask

Baszic Park Action Privacy Magk

] Enable Frivacy Mazks

Figure 3-37Draw the Privacy Mask

2. Clickthe PTZ control buttons to find the area you want to set the privacy mask.

3. CIick; dragthe mousein the live video window to drawthe area.

4. Youcan dragthe corners of the red rectangle area to draw a polygonmask.

5. Click SN 1o finish drawing or click to clear all of the areas you

set without savingthem.
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6. Click _“™ to save the privacy mask,and it will be listed in the Privacy MaskListarea.

7.  Modify the masksettings.
8. Checkthe checkboxof Enable PrivacyMask to enable this function.

34 Event Management

3.5.1 Basic Event Configuration

34.1.1. Mobile Detection

Purpose:

Motion detection is a feature which can trigger alarm actions and actions of recording videos
when the motion occurred in the surveillance region.

Mobile Detection “ideo Tampering Alarm Input Alarm Output Exception

Configuration Mode

[] Enable Mation Detection

Sensitivity —(T) . | 50
Arming Schedule

Edit

o 2 4 =] B o 12 14 16 18 20 22 24

Linkage Method
[ Send Email
[ Uplcad center [ A-=1 A1
O Upload to FTP

1. Enter the motion detection setting interface:
Configuration >Event >Basic Event >Mobile Detection

2. Checkthe checkboxof the Enable Mobile Detectionto enable this function.

3. You can check the Enable Mobile Detection in PTZ Control checkbox and when the speed
dome s performing PTZ action, motion detection can also trigger alarm.

4. Move the slider O- <15 to set the sensitivity of the detection.

5. CIic and dragthe mouseon the live video imageto drawa motion detection area.

CIic to finish drawing.

Set the ArmingSchedulefor mobile detection.

Steps:
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(1) Click Edt  tab to enter the arming schedule setting interface.

(2) Select the timeline of a certain day.

(3) After you set the scheduled task, you can click B8 and copythe taskto other days
(optional).

Mon | Tue | Wed | Thu | Fri| Sat | Sun

Time Period Siart Tame End Time
1 ' 0D: 00 ' 24: 00
2 ' 00 00 ' 00: 00
3 ' 00 00 ' oo 00
4 ' 00 00 ' 00: 00
5 ' 00: 00 ' 00: 00
8 ' 00 00 ' 0o 00
7 ' 00 00 00: 00
B ' 00: 00 ' 00: 00

[ Belect All| Copy To

FMon [JTee QWed [JThu [JFr [J]Sat [JSun

Confirmation ” Exit |

Figure 3-38Mobile Detection Setting

8. Set the Alarm Actions for mobile detection.

You can specify the linkage method when an event occurs. The following contents are about
how to configure the different types of linkage method.

Checkthe checkboxto select the linkage method. Send Email, Upload Center, Upload to FTP,
TriggerAlarm Output, and TriggerRecording are selectable.

Linkage Method
Normal Linkage Linkage Alarm Qutput  Trigger Recording
] Send Email
[ Upload center 1 A-=1 AT
[ Upicad to FTF

Bl Save

Figure 3-39Motion Detect Linkage
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3412. ConfiguringVideo TamperingAlarm

Purpose:
Youcan configurethe camera to trigger the alarm actions when the lens is covered.
Steps:
1. Enter the Video Tamperingsettingsinterface :
Configuration >Event >Basic Event >Video Tampering

Mobile Detection \ideo Tampering Alarm Input Alam Output Exception

Regional Setting

[]Enable

Sensitivity — s | 80
Arming Schedule

Edit

] 2 4 ] B 10 12 14 16 18 20 22 24

Sun
Linkage Method
| Nomnal Linkage - Linksge Alarm Output.

| [ Send Email
0 Uplcad center

Figure 3-39Tampering Alarm

Checkthe checkboxto enable the tampering detection.
Set the tamperingarea.
Set Sensitivity level. Higher level means easier to trigger.

i o wWwhN

Click  Edit tab to enter the arming schedule setting interface. The arming schedule
configuration is the same as the setting of the arming schedule for mobile detection.

6. Select the linkage method taken for tampering. .

7. Click ESEZIZM to save the settings.
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34.13.

Steps:
Enter the Alarm Input settings interface:

Configuration >Event >Basic Event >Alarm Input
Choosethe Alarm Input No. and the Alarm Type. The alarm type can be NO (Normally Open) and

1.

NC (Normally Closed).

Edit the namein” Alarm Name” to set a name for the alarm input (optional).

alarm input

Enabled
Alammn Input Number
Alarm Type

Alarmn Mame

Arming Schedule

ConfiguringAlarm Input

@ orr
At v

—
normally open ﬂ

Edit

10 12 14 16 18 20 22 29

Linkage Method

Mormal Linkage

[ Send Email
[ Upload center
[ Upload to FTP

B} Copy To...

Linkage Alarm Output Trigger Recording

0 A-=1 OAd

Figure 3-40Alarm Input Settings
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4. Click E¥®  tab to enter the schedule setting interface. The arming schedule configuration is
the same as the setting of the arming schedule for mobile detection.

5. Select the linkage method taken for tampering.
6. Youcan copy your settings to other alarm inputs.

7. Click IREEZZIN 10 save the settings.

34.14. ConfiguringAlarm Output

Steps:
1. Enter the Alarm Output settings interface:
Configuration >Event >Basic Event >Alarm Output

2. Select one alarm output channel in the AlarmOutputdropdown list.
Set a name in "Alarm Name” for the alarm output

4. The Delaytime can be set to 1sec, 5sec, 10sec, 30sec, 1min, 2min, 5min, 10minor Manual. The
delay time refers to the time duration that the alarm output remainsin effect after alarm occurs.

5. Click B9t tabto enter the armingschedulesetting interface.

The time schedule configuration is the same as the settings of the arming schedule for motion

detection.

Mobile Detection ideo Tampering Alarm Input Alarm Output Exception
alarm output

Alarm Output Number A=

Alarm status1 closed

=l [<] [¥]

Alarm Duration Es

Alarm MName {cannot be copied)

Arming Schedule
Edit

o] 2 4 ] B8 10 12 14 16 18 20 22 24

B Manual Alarm | | B Copy To. B Save

Figure 3-41Alarm Input Settings

4. Youcan copy the settings to other alarm outputs.

5. Click MSESIIN to save the settings.
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3.5.2 Smart Event

3.5.2.1. Intrusion Detection

Purpose:
Intrusion detection can set an area in the surveillance scene and once the area is entered, a set

of alarm action is triggered.
Steps:
1. Enter the intrusion detection interface:
Configuration >Events >Smart Event >Intrusion Detection

2. Check the Enable checkbox.

Regional Setting
[]Enable
Region L E
Threshold(s) s | 5
Sensitivity —) s | 50
Proportion [o) 1
Arming Schedule

Edit

) 2 4 ] B 10 12 14 16 18 20 22 24

Tue
Wed

Linkage Method

[ Send Email

[ Upload center 0 A=1 O A1
O bposd i FTP |

Figure 3-42Configuring Intrusion Area

Select a region.
4. Draw area.

(1) Select the Region No.in dropdownlist.

(2) Click to draw a rectangle on the image as a defense region.

(3) Clickon the image to specify a corner of the rectangle, and right-clickthe mouse after four
corners are configured.

5. Configurethe parameters for each defense region separately.
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3.

e Threshold:Thethreshold for the time of the object loitering in the region. If you set the

value as 0, alarm is triggered immediately after the object entering the region.
e Sensitivity: Thevalue of the sensitivity defines the sizeof the object which can trigger

the alarm, when the senisitivity is high,a very small object can trigger the alarm.

e  Proportion: indicates that the alarm messagewill be triggered when the area of the

warning area invaded by the object reaches this percentage. The default value is 1.

6. Set the schedule configurationand linkage same as the setting for mobile detection.

7. Click ISESIN to save the settings.

3.522. ConfiguringLine CrossingDetection

Purpose:
Thevirtual plane detection can be adopted for the intrusion detection. Once the virtual plane is
detected beingtraversed accordingto the configured direction, a set of alarm action is triggered.
Steps:
1. Enter the Line CrossingDetection interface:

Configuration >Event>Smart Event >Line CrossingDetection

2. Checkthe Enablecheckboxto enable the line crossing detection function.

Regional Setting
[]Enable
Region |
Sensitivity —(") - | 50

Arming Schedule

Edit

o 2 4 6 B 10 12 14 16 18 20 22 24

Linkage Method

Mormal Linkage - Linkage Alarm Cuiput  Trigger Recording.
[ Send Email

[ Upload center [ A==1 A1

0 Upload o FTP |

Figure 3-43Configuring Line

Draw area.
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1) Click to draw a line on the image.

2) Clickthe line to switch to the editing mode.
Dragan end to the desired place to adjust the length and angle of the line. Anddragthe
line to adjust the location.

4. Configurethe parameters for each defense region separately.
® Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

5. Set the schedule configurationand linkage same as the setting for mobile detection.

6. Click BSEZZIN to save the settings.

3.523. ConfiguringRegionEntrance Detection

The function varied depending on different speed domes.

Purpose:

Region entrance detection function detects people, vehicle or other objects which enter a pre-
defined virtual region from the outside place, and some certain actions can be taken when the
alarm is triggered.

Steps:
1. Enter the RegionEntrance Detection settings interface:
Configuration>Event >Smart Event>Region Entrance Detection

2. Checkthe checkboxof Enableto enable the Region Entrance Detection function.

Intrusion Detection Line Crossing Detection Region Enfrance Detection Region Exiting Detection Wandering Detection Personnel Gathering Detection Quick Motion Detection Parking Detection

Unettended Baggage Detestion Object Removal Detetion Deforus Detection Auwdio Exception Detertion Stene Change Deteciion Face Detection

Regional Setting
[JEnable

Region 1
Sensitivity —_—0 e

Arming Schedule

0 2 4 & B 10 12 14 16 18 20 22 24

Linkage Method

Hormal Linkage Linkage Alarm Ouiput | Trigger Recording
[ Send Emall

[0 Upioad center OA=1 DA

[0 Upload to FTP

Figure 3-44.ConfiguringRegion Entrance Detection

3. Drawarea.
3) Click to draw a line on the image.
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4)  Clickthe line to switch to the editing mode.
Dragan end to the desired place to adjust the length and angle of the line. Anddragthe
line to adjust the location.

7. Configurethe parameters for each defense region separately.
® Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

8. Set the schedule configurationand linkage same as the setting for mobile detection.

9. Click MEEEZIN to save the settings.

35.24. RegionExitingDetection

Purpose:

Region exiting detection function detects people, vehicle or other objects which exit from a
pre-definedvirtual region, and some certain actions can be taken when the alarm is triggered.
Steps:

1. Enter the Region Exiting Detection settings interface:

Configuration>Event >Smart Event>Region Exiting Detection
2. Checkthe checkboxof Enableto enable the Region Exiting Detection function.

Regional Setting
[1Enable
Region i E|
Sensitivity —) - | 50
Arming Schedule

Edit

o 2 4 & B 10 12 14 16 18 20 22 24

Sat
Sun
Linkage Method
MNormal Linkage  Linkage Alarm Oufput | Trigger Recording
[ Send Email
[ Ugload center [ A-=1 At
O Upload to FTP |

El Save

Figure 3-45Configuring Region Exiting Detection

4. Draw area.
Click EEEIEE to draw a line on the image.

Click the line to switch to the editing mode.
Dragan end to the desired place to adjust the length and angle of the line. Anddragthe
line to adjust the location.

10.Configurethe parameters for each defense region separately.
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@ Sensitivity: The value of the sensitivity defines the size of the object which can trigger the

11.Set the schedule configurationand linkage same as the setting for mobile detection.

12.Click IREEZSIN 1o save the settings.
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Using same method for other smart Event

3.5.2.5. WanderingDetection

3.5.26. Personnel Gathering Detection
3.5.2.7. ParkingDetection

3.52.8. Unattended BaggageDetection
3.529. ObjectRemovalDetection
3.5.2.10. DefocusDetection

3.5.2.11. AudioException Detection
3.52.12. Scene ChangeDetection
3.5.2.13. FaceDetection
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3.5 Storage Settings

Before you start
Toconfigure record settings, makesure that you have the network storage device within the

network or the memorycard inserted in your camera.

3.5.1 ConfiguringRecording Schedule

35.1.1. RecordingSchedule

Steps:
(1) Enter the Record Schedule settings interface:
Configuration >Storage >Schedule Settings >Record Schedule

Record Schedule Capture
Video Project

[] Enable Record Schedule

[ Cvenarite

Pre-record Mo Pre-record ﬂ
Post-record 5 ﬂ
Stream Type Main Stream(Mormal) ﬂ

[ Broken network: video

Arming Schedule

Edit
B Timing
0o 2z 4 & B 10 12 14 16 18 20 22 24
t Motion
Mon
N
P B Alam
Wed B Motion | Alarm
w OO T T T T T T Mation & Alarm
Fri HHHHHHHHEBHBHHNEHEEEEE B Event
Sat

Bl Save

Figure 3-46Recording Schedule Interface

e  Pre-record:The time you set to start recording before the scheduled time or the event.
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For example, if an alarm triggers recording at 10:00, and the pre-recordtime is set as 5
seconds, the camera starts to record at 9:59:55.

The pre-record time can be configured as No Pre-record, 5,105,155, 205s,255s,30s or
not limited.

Post-record:The time you set to stop recording after the scheduled time or the event.
For example, if an alarm triggered recording ends at 11:00, and the post-recordtime is
set as 5 seconds,the camera records until 11:00:05.

The Post-recordtime can be configured as 5 s, 10s, 30 s, 1 min, 2 min, 5 min or 10 min.
Stream Type: You can select the stream type for recording; Main Stream and Sub-stream
are selectable. If you select Sub-stream,you can record for a longer time with the same
storage capacity.

(2) Click OKto save the advanced setting.
(3) Select a Record Type. The record type can be Continuous,Motion, Alarm, Motion | Alarm,
Motion & Alarm, and Event.

Normal: If you select Continuous, the video will be recorded automatically accordingto
the time of the schedule.

Record Triggeredby Motion Detection: If you select Motion, the video will be recorded
when the motion is detected. Besides configuring the recording schedule, you have to
set the motion detection area and check the checkbox of TriggerChannelin the Linkage
Method of Motion Detection settings interface.

Record Triggeredby Alarm: If you select Alarm, the video will be recorded when the
alarm is triggered via the external alarm input channels. Besides configuring the
recording schedule, you have to set the Alarm Type and check the checkbox of Trigger
Channel in the Linkage Method of Alarm Input settings interface.

Record Triggeredby Motion | Alarm: If you select Motion | Alarm, the video will be
recorded when the external alarm is triggered or the motion is detected. Besides
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configuring the recording schedule, you have to configure the settings on the Motion
Detection and Alarm Input settings interfaces.

¢ Record Triggeredby Motion & Alarm: If you select Motion & Alarm, the video will be recorded
when the motion and alarm are triggered at the same time. Besides configuring the recording
schedule, you have to configure the settings on the Motion Detection and Alarm Input settings
interfaces.

e Record Triggeredby Event If you select to record by event, the video will be recorded when
any of the events is triggered.

(4) Click to save the settings.

3.5.12.  ConfiguringCapture Schedule

Purpose:
You can configure the scheduled snapshot and event-triggered snapshot. The captured picture can be
stored in the local storage or network storage.
Steps:
(1) Enter the Snapshotsettingsinterface:
Configuration >Storage >Schedule Settings >Capture

Record Schaguie Capure
Capture Paramaters

Timing

[ X [E [E]

Event-Triggared

[JEnable Svent-Triggered Srapshot
Str=am Typs “

E E EE

Capture Number

Capture Schedule

Figure 3-47Capture Settings

(2) Youcan select the stream type of the capture.



(3) Check the Enable Timing Snapshot checkbox to enable continuous snapshot, and configure the
schedule of timing snapshot. Check the Enable Event-triggeredSnapshotcheckbox to enable event-
triggered snapshot.

(4) Select the format, resolution, quality of the snapshot.

(5) Set the time interval between two snapshots.

(6) Set Capture Numberfor every capture action.

(7) Set the schedule configuration same as the setting for mobile detection.

(8 Click to save the settings.

3.5.2 Storage Management
3531  ConfiguringNet HDD

Before you start
The network disk should be available within the network and properly configured to store the recorded
files, logfiles, etc.

Steps:
1. Addthe network disk

1. Enter the NAS (Network-AttachedStorage) settings interface:
Configuration >Storage >Storage Management >Net HDD

Met HDD HDD Management
Net HDD
HDD Mo. Type Server Address Type Server Address File Path Usemame Password Delete | Test
1 MNFS j Domain Mame  |W x
2 NFS j Domain Mame : x
3 NFS j Domain MName : x
4 NFS ﬂ Domain Mame  |[% x
il NFS ﬂ Domain Name j x
i} NFS j Domain Name 3 x Ti
7 NFS j Domain Name v x Ti
i MFS j Domain Mame |V x Ti

Figure 3-48Setting Net HDD

2. Select the mounting type. NFS and SMB/CIFS are selectable. Youcan set the user name and
passwordto guarantee the security if SMB/CIFS is selected.



3.532. HDDManagement

Enter the HDD settings interface (Configuration > Storage > Storage Management > HDD
Management),in which you can view the Capacity, Free space, Status, Type and Property of the disk.

Met HDD HDD Management
HDD Management
O HOD Mo. Capacity Free space Status Type Property Progress
Quota

Max.Picture Capacity

Free Size for Picture

Max. Record Capacity
Free Size for Record

Percentage of Picture

25 %
Percentage of Record 75 2%

Figure 3-49Storage Management Interface

® |If the status of the disk is Uninitialized, check the corresponding checkboxto select the disk and click
Formatto start initializing the disk.

® When the initialization completed, the status of disk will become Normalas shown in Figure

HDD Management Format
[¥] HDD No. Capacity Free space Status Type Property Progress
@ 9 20.00GB 0.00GB Formatting NAS RW

Figure 3-49View Disk Status



3.5.3 Downloading snapshot
353.1.  Downloadingsnapshot

Purpose:

This section explains how to view the captured picture files stored in the network disks or the memory
cards and download the captured pictures.

Steps:

Click “Picture” onthe menubar to enter pictureinterface.

Select the file type.

Set the start time and end time. Click Search. The correspondingpicture files will be listed.
Checkthe checkboxin front of the files that you need to download.

W N

5. Click | & Dewnload | 4 download the files.

File List

O No File Neme Time File Size Progress

2020-03-08 23:58:50

Figure 3-50Picture Interface

3.5.32. DownloadingVideo Files
Steps:
1. Click ¥, on the playback interface. The pop-upmenuis shown in Figure 4-19.

2. Set the start time and end time. Click Search. The correspondingvideo files are listed on the right.

PFicture Record

Search Conditions File List

File Type O No. File Name Start Time End Time File Size Progress

g ]

Start Time
2020-03-06 00:00:00
End Time

2020-03-06 23:50:50

Search

Figure 3-51Video Downloading interface

9. Checkthe checkboxin front of the video files that you need to download.

10. Click | & Bewnload | 4o download the video files.



